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1.. Which of the following is not a type of cyber crime? * 1 point

a) Data theft
b) Forgery
c) Damage to data and systems

@ d) Installing antivirus for protection

2. Cyber-laws are incorporated for punishing all criminals only. * 1 point

@ false

true
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3. Cyber-crime can be categorized into types. * 1 point

4. Which of the following is not a type of peer-to-peer cyber-crime? * 1 point

a) Phishing
b) Injecting Trojans to a target victim
c) MiTM

@ d) Credit card details leak in deep web

5. Which of the following is not an example of a computer as weapon cyber-crime? * 1 point

a) Credit card fraudulent
@ b) Spying someone using keylogger
c) IPR Violation

d) Pornography
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6. Which of the following is not done by cyber criminals? * 1 point

a) Unauthorized account access
b) Mass attack using Trojans as botnets
c¢) Email spoofing and spamming

(® d) Report vulnerability in any system

7. What is the name of the IT law that India is having in the Indian legislature? * 1 point

a) India’s Technology (IT) Act, 2000
b) India’s Digital Information Technology (DIT) Act, 2000
@ c) India’s Information Technology (IT) Act, 2000

d) The Technology Act, 2008

8. In which year India’s IT Act came into existence? * 1 point

® a)2000

b) 2001
c) 2002

d) 2003
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9. Under which section of IT Act, stealing any digital asset or information is writtena 1 point
cyber-crime *

@® a)65

b) 65-D

10. What is the punishment in India for stealing computer documents, assets or any 1 point
software’s source code from any organization, individual, or from any other means? *

a) 6 months of imprisonment and a fine of Rs. 50,000
b) 1 year of imprisonment and a fine of Rs. 100,000
c) 2 years of imprisonment and a fine of Rs. 250,000

@ d) 3 years of imprisonment and a fine of Rs. 500,000

11. What type of cyber-crime, its laws and punishments does section 66 of the Indian 1 point
IT Act holds? *

@ a) Cracking or illegally hack into any system
b) Putting antivirus into the victim
c) Stealing data

d) Stealing hardware components
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12. Which of the following is known as Malicious software? * 1 point

A. illegalware
B. badware
@ C. malware

D. maliciousware

13. To protect a computer from virus, you should install -------- in your computer. * 1 point

A. backup wizard

B. disk cleanup

@ C. antivirus

D. disk defragmenter

14. Key loggerisa ™ 1 point
A. Firmware
B. Antivirus

@ C. Spyware

D. All of the above
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15. To protect yourself from computer hacker, you should turnon a * 1 point
A. Script

@ B. Firewall
C.VLC
D. Antivirus

16. The use of the Internet or other electronic means to stalk or harass an individual, 1 point
agroup of individuals, or an organisation is termed *

(a)Cyberspace

@ (b)Cyber stalking
(c)Pornography

(d)None of these

17, e Refers to email that appears to have been originated from one source when 1 point
it was actually sent from another source. *

(a)Email bombing

@ (b)Email spoofing
(c)Email spamming

(d)None of these
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18. In cyber law terminology ‘DoS’ means: * 1 point

@ (a)Denial of Service
(b)Disc operating System
(c)Distant operator Service

(d) none of these

19. Section 66F of IT Act deals with * 1 point

a) Cyber stalking
b) Email bombing
c) Child pornography

@ d) Cyber terrorism

20. Act of attempting to acquire information such as usernames, passwords, and 1 point
credit carddetails by masquerading as a trustworthy entity is called *

a) email bombing

b) Spamming

c) Cyber stalking

@ d) Phishing
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21. Use of electronic messaging systems to send unsolicited bulk messages are called 1 point

*

a) email bombing

@ b) Spamming
c) Cyber stalking

d) Phishing

22. Section 66C of IT Act deals with * 1 point

a) Cyber stalking
b) Email bombing
c¢) Child pornography

@ d) Punishment for Identity Theft

23. India's first cyber police station * 1 point

a) Delhi

@ b) Bangalore

c) Chennai

d) Mumbai
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24.Vishing is mean for *

a) SMS phishing
@ b) Voice phishing
c) Phishing

d) All the above

25. Section-66E of IT Act deals with *

@ a) Punishment for violation of Privacy.

b) Spamming
c) Cyber stalking

d) Phishing
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